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Abstract

Very few authenticating of watermarking schemes have been produced for defining the
copyrights of digital video. The process of Digital watermark embeds the data called watermark
in digital media like image, video, audio file etc. so that it can be claimed for rights. The paper
represents the complete software implementation of 3-Level DWT algorithms and a Secret key is
used to have more secure data. The same secret key is used to given the watermark image during
embedding process and while extracting the watermark image. To check effectiveness of the

watermark video MSE and PSNR are used.

Index: Watermark, DWT, MSE, PSNR

1. INTRODUCTION

In recent years, as digital media are gaining
wider popularity, their security related issues
are becoming greater concern. Digital
watermarking is a technique which allows an
individual to add copyright notices or other
verification messages to digital media. Image
authentication is one of the applications of

digital Watermarking, which is used for
authenticating the digital images. The objective
is not to protect the Contents from being copied
or stolen, but is to provide a method to
authenticate the image and assure the integrity
of the image. The way to realize this feature is
to embed a layer of the authentication signature
into the digital image wusing a digital
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watermark. In the case of the image being
tampered, It can easily be detected as the pixel
values of the embedded data would change and
do not match with the original pixel values.
There are many spatial and frequency domain
techniques available for authentication of
watermarking. Watermarking techniques are
judged on the basis of their performance on a
small set of properties. These properties
include robustness, transparency, watermarking

capacity, blind detection and security.
Watermarking  schemes are  developed
according to the requirements of the

application and all applications do not require
each of these properties in their entirety i.e.
watermarking requirements are application
dependent and some most desirable properties
for these applications are conflicting in nature.
A huge trade-off among them is often involved.
Digital signature is also an authentication
scheme that is used for verifying the integrity
and authenticity of the image content. Digital
data are distributed across high-speed networks
like the Internet and World Wide Web. This
data is easily accessible for sharing. Due to this
access possibility of tempering data and
republishing it as own is increased. This leads
the motivation of techniques providing security
to this multimedia content. Digital
watermarking is the technique used for this
purpose. Various techniques of watermarking
are used to insert data about ownership of
contents, which help to keep the integrity of
data. A watermark is information about origin,
ownership, copy control etc. This information
is embedded in multimedia content with taking
care imperceptibly and robustness. The
watermark is embedded and extracted as per
requirement. Video watermarking is different
from image watermarking, because additional
data are available here that allows information
to be more redundantly and reliably embedded.
Digital video is a sequence or collection of
consecutive still images. The amount of
information that can be embedded in the video
sequence is called payload. In reality video
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watermarking techniques need to meet other
challenges than that in image watermarking
schemes such as large volume of the inherently
repeated sequence of data between frames.

1.1 INTRODUCTION TO IMAGE WATER
MARKING

Image Watermarking is the technique of
embedding owner copyright identification into
the host image. The term watermarking was
first coined in Bologna, Italy in 1282 in paper
mills as paper mark of company. It became

common in 20th century. Then watermarks
found their place in postage stamp and
currency notes. Digital image watermarking is
derived from Steganography, a process in
which digital content is hidden from the
remaining content of message for secure
transmission of Digital data. The main goal of
steganography is to hide a message ‘m’ in
some audio or video (cover) data ‘d’, to obtain
new data d', practically indistinguishable from
‘d’, by people, in such a way that an
eavesdropper cannot Presence of m in d'. The
main goal of watermarking is to hide a message
‘m’ in some audio or video (cover) data ‘d’, to
obtain new data d, practically
indistinguishable from ‘d’, by people, in such a
way that an eavesdropper cannot remove or
replace ‘m’ ind".

2. CLASSIFICATION OF
MARKING TECHNIQUES

WATER

Video Water marking

Digital watermarking for still images has been
extensively studied. Today however, growing
popularity of video based applications such as
Internet multimedia, wireless videos, personal
video recorders, video-on-demand, set-top box,
videophone and videoconferencing has
increased the demand for a secure distribution
of videos. Apparently any image watermarking
technique can be extended to watermarking
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videos, but in reality video watermarking
techniques need to meet other challenges than
that in image watermarking schemes.

A. Based on Characteristics/robustness

Robust: Robustness watermarking is mainly
used to sign copyright information of the
digital works, the embedded watermark can
resist the common edit processing, image
processing and lossy compression, and the
watermark is not destroyed after some attack
and can still be detected to provide
certification. It resists various attacks,
geometrical or  non-geometrical ~ without
affecting embedded watermark.

Watermarking
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Fig.1: Different Types of Video Watermarking

Fragile: Fragile watermarking is mainly used
for integrity protection, which must be very
sensitive to the changes of signal. We can
determine whether the data has been tampered
according to the state of fragile watermarking.

Semi fragile: Semi fragile watermarking is

e
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capable of tolerating some degree of the change
to a watermarked image, such as the addition of
quantization noise from lossy compression.

B. Based on perceptivity:

Visible watermark: The watermark that is
visible in the digital data like stamping a
watermark on paper, (ex.) television channels,
like HBO, whose logo is visibly
superimposed on the corner of the TV picture.

Invisible watermark: There is technology
available which can insert information into an
image which cannot be seen, but can be
interrogated with the right software. We can‘t
prevent the theft of our images this way, but we
can prove that the image that was stolen was
ours, which is almost as good.

C. Based on domain:

Spatial domain: This domain focuses on
modifying the pixels of one or two randomly
selected subsets of images. It directly loads the
raw data into the image pixels. Some of its
algorithms are LSB, SSM Modulation based
technique.

Frequency domain: This technique is also
called transform domain. Values of certain
frequencies are altered from their original.
There are several common used transform
domain methods, such as DCT, DWT, and
DFT.

D. Based on detection process:

Visual watermarking: It needs the original data
in the testing course, it has stronger robustness,
but its application is limited.

Semi blind watermarking: It does not require
an original media for detection.

Blind watermarking: It does not need

original data, which has wide application
field, but requires a higher watermark
technology.

3. APPLICATIONS
WATER MARKING

OF DIGITAL
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Copyright Protection: This is by far the most
prominent application of watermarks. With
tons of images being exchanged over insecure
networks every day, copyright protection
becomes a very important issue. Watermarking
an image will prevent redistribution of
copyrighted images.

Authentication: Sometimes the ownership of
the contents has to be verified. This can be
done by embedding a watermark and providing
the owner with a private key which gives him
an access to the message. ID cards, ATM
cards, credit cards are all examples of
documents which require authentication.

Broadcast Monitoring: As the name suggests
broadcast monitoring is used to verify the
programs broadcasted on TV or radio. It
especially helps the advertising companies to
see if their advertisements appeared for the
right duration or not.

Tamper Detection: Fragile watermarks can be
used to detect tampering in an image. If the
fragile watermark is degraded in any way then
we can say that the image or document in
question has been tampered.

Digital Fingerprinting: This is a process used
to detect the owner of the content. Every
fingerprint will be unique to the owner.

3 LEVELS DWT

Discrete wavelet transform (DWT) is a
mathematical tool for decomposing an image. It
is multi-resolution briefing of an image. The
decoding can be processed sequentially from a
low resolution to the higher resolution. The
DWT decomposes the signal into high and low
frequency parts. The high frequency part
contains  information  about the edge
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components, while the low frequency part splits
again into high and low frequency parts. The
high frequency components are usually used for
watermarking since the human eye is less
sensitive to changes in edges and range of high
frequency.  After the  first level of
decomposition, there are 4 sub-bands: LL1,
LH1, HL1, and HH1. For each successive level
of decomposition, the LL sub band of the
previous level is an input. To perform second
level decomposition, the DWT is applied to LL1
band which decomposes theLL1 band into the
four sub bands LL2, LH2, HL2, and HH2. To
perform third level decomposition, the DWT is
applied to LL2 band which decompose this band
into the four sub-bands: LL3, LH3, HL3, and
HH3. In a video, sometimes different video
frames are almost identical. A continuous
identical video frames is called a video shot. In
order to increase the performance of watermark
embedding process the proposed system will
separate the video into video shots. Each video
shot has one or more video frames that are
almost identical. In order to determine whether
two video frames are identical we compare the
two image pixels.

In this paper video watermarking with 3-level
DWT is proposed which is perceptually
invisible. Perceptually invisible means that the
watermark is embedded in video in such a way
that the modification to the pixels values is not
noticed. In order to solve the copyright
protection problem and deceitful alteration by
hackers of videos, several watermarking
schemes have been widely used. Very few
authenticating of watermarking schemes have
been produced for defining the copyrights of
digital video. The process of Digital watermark
embeds the data called watermark in digital
media like image, video, audio file etc. so that it
can be claimed for rights. The paper represents
the complete software implementation of 3-
Level DWT algorithms and to have more
secured data a secret key is used.
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4. CONCLUSION

In this paper video watermarking with 3-level
DWT is proposed which is perceptually
invisible. Perceptually invisible means that the
watermark is embedded in video in such a way
that the modification to the pixels values is not
noticed. This proposed work by using videos
and logo images and shown how watermark is
detected and watermarks not detected. Also the
use of secret key is explained in brief. To have
more security on videos this proposed method
is conveniently explained. The MSE should be
as low as possible to have less error and the
PSNR should be as high as possible to have
better quality of reconstructed video.
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