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Abstract: This paper reviews the classical security services and
requirements in an open environment and introduces a Trust
Based Security Framework (TBSF) for cloud security. After a
brief review of cloud computing security challenges, we suggest a
TBSF model and we present its application for a GIS cloud based
case study.
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l. INTRODUCTION
It’'s an evidence how huge is the impacts of

technological progress and inventions on nowadays market
places and life. Computers and mainly Personal Computers
have transformed the human behavior, capabilities of data
processing and computing. The nineteenth have been clearly
marked by the democratization of the large and wide area
networks and mainly the Internet technologies.
Among all those progress, security requirements and
sensitivity have increased and shifted from a mainly physical
protection to data protection and data access control (mainly
on 70™ and 80™) then gradually to mainly communication
protection and distant application management and finally e-
processing of crucial data through a wide set of applications in
what is nowadays called the “‘Cloud’.
All those changes and progression lead to a new vague of
security tools and services ranging from the data protection
technique [19, 63], to the cryptographic protocol design,
implementation and verification [6, 13, 14, 9]. A deep analysis
of security levels and action domains allow us to distinguish
the following:

e Security tools and protocols for
communication protection [9, 42].

e  Security tool for prevention [38].

e Security tools for attacks detection and logging ([44,
26, 28]).
Among all those changes and improvement the security
services kept almost the same basic definitions with slight
adaptation from one environment to another. As described
section 2, five security services are required and aimed in any
complete scurried information system.

data and

In this paper, we argue that the newly Cloud computing and
Cloud applications are introducing today a quite important
paradigm shift in information security. In fact, Cloud
computing as described section 3 relies on virtualization and
virtual environment that may be seen as a drastic change when
dealing with security tools and services. Basically, and for the
first time, we need to define and specify security features
independently from the applied technique, the physical layers
and tools as well as the intended goals.

What is the classical view of security services? What cloud
computing emergent features? What are the cloud security
challenges and how we are claiming answering chose recent
conditions? Those are the major questions addressed in this
paper and leading to a newly defining QoS Framework for a
Trust Based cloud security. We also presented how cloud
computing has been used in the GIS field in order to create a
new concept called GeoCloud. We described also presented a
GeoCloud-based application which maps and analyzes crash
data for road safety. We have shown how our Trust based
cloud model is useful and can be applied in such specific
context that is the geospatial one.

Our paper is structured as following. Section 2 is a global
overview of the security services and their requirements,
section 3 reviews the cloud security challenges and
particularities. Section 4 introduces the paradigm shift leading
to a trust based security and introduce our QoS framework.
Section 5 details the concept of GeoCloud while section 6
presents an application of GeoCloud. In section 7, we present
how the Trust model is useful in the GeoCloud context before
concluding section 8.

. SECURITY SERVICES OVERVIEW

Specialized literature agreed on the five following required
services in any Information system security solution.

e Access control and Integrity: One of the common
definitions of integrity is that the content (of a file or a
message) is as it is supposed to be after the last known
authorized access. Such constraint may easily be linked to
access control rules and logging when dealing with physical
data protection and file and database use. It is quite different
in a communication context since it refers more to the
integrity and conformity between the initial (in general sent)
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version and the actually checked (commonly the received)
version of an exchanged message over a non private network.
Various techniques are commonly applied for access control
[18, 48, 50] and Integrity check values based on Hash
functions [17, 60, 16]

e Authenticity: As well as Authentication refers to either
having the proof of the identity of the communicating parties
or the proof that the analyzed (received) data is as it has been
sent by an already authenticated user. As we can easily notice
it authenticity leads, implicitly, to integrity. A large set of
cryptography based techniques are applied for authentication
verification [59, 37]

e Secrecy: Despite the differences between Data secrecy
and Information secrecy, we usually intend to ensure that a
crucial content is analyzed and being interpreted in a usable
way only by the legitimate users. Cryptography still the main
stone when dealing with data and information secercy [51].

e Data flow secrecy: Commonly known as passive
attacks, the data flow analysis is in fact the set of intruder
actions allowing data collection regarding the attacked
organization or networks. In fact, it dos the collection of
include any useful information that may be used later on to
build active attacks. Globally, there is no efficient data flow
secrecy technique. The goal here is to lead the intruder to
somehow wrong information or a non realistic environment
such as done by the honey pot project [20].

e Non repudiation: The non repudiation is generally
based on certification techniques and/or
acknowledgement..[25 ]

e Availability: Availability may be defined in different
context and in various manners depending on the offered
services and activities. Independently, availability, in a
security service context, means basically that the
offered/required service is active and accessible in way
ensuring that all the previous security services are respected
and ensured.

I1l.  CLOUD SECURITY CHALLENGE

After introducing the five security services elements, let’s
now describe how these elements are applied in Cloud
Computing. To do so, we need first to define the term of
Cloud Computing.

Cloud Computing has been called the 5™ utility in the line of
electricity; water, telephony and gas. The reason why cloud
has been called with such a name is that the cloud computing
has been changing the way computer resources have been
used up to now [41]. Cloud computing is the computing
equivalent of the electricity as “Miller” says in his world, it’s
like the “revolution of a century ago” [34]. Previously, the
advent of electrical utilities, in every farm and business
produced its own electricity from freestanding generators. But
after the electrical grid was created, all the farms and
businesses shut down their generators and bought electricity
from the utilities, at a much lower price and with much greater
reliability than they could produce on their own. It has been
shown that there are many benefits of cloud computing by

Vol. 5. No.1. pp.56-62,Jan-March 2013 ISSN: 0976-268X
www.ijcns.com
virtue of abstraction, prevents the consumer from having the
same level of influence over the computing resource. Great
concern is the ability of consumer to assert quality of service
[5]. QoS refers to aspects of a service that are not functional
but are important considerations. This leads to some of the
following challenges with public cloud computing. “One of
the key challenges in cloud computing is data-level security”
[24]. Starting with the most important challenges which are:
¢ (Availability)

Then , (Data Residency),
And, (Multitenancy),
With, (Performance),
(Data Evacuation),
Ending with (Supervisory Access & Privacy).
Even large enterprises with significant resources face
considerable challenges at the network level of infrastructure
security.
In fact, for large enterprises without significant resources, or
for small to medium-size businesses (SMBs), we wonder if
the risk of using public clouds (assuming that such enterprises
lack the resources necessary for private clouds) is really
higher than the risks inherent in their current infrastructures.
In many cases, probably no—there is not a higher level of
risk. In other hand, the virtualization technologies enable
multitenancy cloud business models by providing a scalable,
shared resource platform for all tenants. More importantly,
they provide a dedicated resource view for the platform’s
consumers. From an enterprise perspective, virtualization
offers data center consolidation and improved IT operational
efficiency. Today, enterprises have deployed virtualization
technologies within data centers in various forms, including
OS virtualization (VMware, Xen), storage virtualization
(NAS, SAN), database virtualization, and application or
software virtualization (Apache Tomcat, JBoss, Oracle App
Server, Web Sphere). From a public cloud perspective,
depending on the cloud services delivery model (SPI) and
architecture, virtualization appears as a shared resource at
various layers of the virtualized service (e.g., OS, storage,
database, application) [22, 24].
The simplicity of self-provisioning new virtual servers on an
laaS platform creates a risk that insecure virtual servers will
be created. Secure-by-default configuration needs to be
ensured by following or exceeding available industry
baselines. Securing the virtual server in the cloud requires
strong operational security procedures coupled with
automation of procedures. Here are some recommendations:-

e Use a secure-by-default configuration. Harden in a

public cloud.

« Track the inventory of VM images and OS versions that

are prepared for cloud hosting..

e Protect the integrity of the hardened image from

unauthorized access.

« Safeguard the private keys required to access hosts in the

public cloud.

« In general, isolate the decryption keys from the cloud

where the data is hosted—unless they are necessary for
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decryption, and then only for the duration of an actual
decryption activity.

* Include no authentication credentials in your virtualized
images except for a key to decrypt the file system key.

» Do not allow password-based authentication for shell
access [57].

IV.  TRuUsT: A CLOUD PARADIGM SHIFT USING QOS
FRAMEWORK

Among the previous sections in this paper we tried to show
the gap or new challenges introduced by the cloud technology
when dealing with security services. In fact, security services
relays mainly on cryptography, hashing functions and a set of
parameters strongly correlated to the implementation
environment and the used architectures. This appears for
example thru the SSL protocol handshake step or the LDAP
and Kerberos implementations for authentications [35, 36].
Cloud technology comes mainly with a level of abstraction
hiding internal details and implementations. Abstraction
layers as introduced by several virtualization tools [27, 55]
allow data mobility as well as platform independency use and
code migration.
Many leaders in Cloud solutions [12, 61, 21] are today
offering a global cloud environment supporting a quite
complete range of security services. A highest cloud and
virtualization level will allow user to migrate from one
platform to another in a quite transparent way. Actually cloud
platform seems to be non interoperable. And if a compatibility
exists, it is en general limited to data interoperability and
access. Migrating from one platform to another necessitate in
general a new authentication, a new definition or paradigm
shift of the security concepts definitions, costs and techniques
as supported by the concerned platform. Such limitation is
considered as brakes to the cloud use and reduces it is
efficiency. In this section we argue that a higher abstraction is
in fact required for the security services in order to introduce a
more flexible cloud environment. The idea is to be detached
from the classical definitions of the security services where
the service verification and achievement is linked to the used
techniques, the implementation method and/or the applied
constraints and to support the dynamicity of the cloud
environment. The paradigm shifts we are considering here
intend to merge all the security services to a single one which
is a trust relationship. Two cloud environments will trust
each other regarding any of the claimed or requested security
service. The trust relation is here in fact like a certificate
exchanged between the two cloud environment to ensure that
the required service is offered by the two parties without
being obliged to decline any specific technique tool or
environment. Even the idea seems to be quite sample and
intuitive it does necessitate a deep analysis. In fact, assuming
that a required service (let say authentication for example) is
offered by two cloud environment. Shall we consider the
authentication of one valid for the other? Shall we consider
that the authentication requirements of the two parties are
compatible? This may or may not be the case depending on
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several conditions and contexts. It is of course unacceptable to
check different conditions and constraints as many times as a
virtual environment is changing. The key solution here is to
replace such challenging condition by an abstraction where
only simple verification is required. If we look deeply to the
authentication requirements (as in our actual example) we are
in fact not caring much more about the used technique, the
key size and the certification authority than the hardness, level
or quality of the offered authentications in any environment.
So if the two environment require a simple authentication or a
strong one and if there is a third party to classify and certify
the authentication level of each party, without deeply detailing
the used techniques, the two parties will be able to ‘trust’ each
other regarding the authentication even if they are using
various virtualization platform and security techniques.
The additional challenge here is that the ‘trust’ relation and if
we assume that it has been established initially, it must be
guaranteed among all the cloud dynamicity and physical
environment changes. Each party will have and additional
challenge which is having an adaptable dynamic certificate
that guarantee that the “trust’ relation is active when changing
any cloud environment component. QoS contracts are a
suitable tool to ensure a continually verified set of conditions
and rules.

A. Trust between PaaS Platforms in the clouds

The trust relation in clouds requires a kind of certificate
exchanged between the two clouds environment to ensure that
the required service is offered by the two parties. Before that
we should clarify the trust concept and know the Components
of trust in Cloud Computing.
The Trust can be explained in diverse fields such as
psychology, sociology, and economics. Also trust can be
classified in different meaning for many writers. But In
dictionaries and other authors, trust is generally related to
“levels of confidence in something or someone” [7, 40, 30].
The classified trust which is used in Peer to Peer networks (for
example) is identified and described following;

1- CuboidTrust,

2- EigenTrust,

3- Bayesian Network based Trust Management (BNBTM),

4- GroupRep,

5- AntRep,

6- Semantic Web,

7- Global Trust,

8- PeerTrust,

9- comPrehensive reputAtion-based TRust mOdeL with

Fuzzy subsystems (PATROL-F),

10-Trust Evolution,

11-Time-based Dynamic Trust Model (TDTM)

12-Trust Ant Colony System (TACS

The main components affecting cloud trust are:

1) Security: Mechanisms (e.g. encryption) which make it
extremely difficult or uneconomical for an unauthorized
person to access some information [23, 40].
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2) Privacy: Protection against the exposure or leakage of
personal or confidential data (e.g. personally identifiable
information (PI1)).[7]

3) Accountability: Defined as “the obligation and/ or
willingness to demonstrate and take responsibility for
performance in light of agreed-upon expectations”.

4) Auditability: The relative ease of auditing a system or an
environment. Poor auditability means that the system has
poorly-maintained (or non-existent) records and systems that
enable efficient auditing of processes within the cloud. Audit
ability is also an enabler of (retrospective) accountability “It
allows an action to be reviewed against a pre-determined
policy to decide if the action was compliant”, and if it was
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not, to hold accountable the person or organization

responsible for the action.[40,62]. The Framework [49, 50].of
trust in cloud is as shown in figure 1.
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Fig. 1. Architecture of the Trust as a Service Framework

V. THE GEOCLOUD

Geographic Information Systems (GIS) applications are
generally both computer and data intensive in nature. GIS
technology has been around for decades. These mature
technologies are increasingly using geo-spatial and non-
spatial data. Advance data collection technologies have
facilitated large amounts of rich data to be collected at diverse
data sources. In time, size of the data would grow to be large
enough to restrict any single organization to maintain and
handle these data. In addition, GIS functions and services that
operate on these data are geographically and logically
distributed due to the source of data, location of computing
facilities and organizations. The spatial analysis on large
amount of data is complex and computationally intensive [6-

G]. In order to share and collaborate GIS data and the
computational results among geographically dispersed users, a
scalable and low cost computation platform, such as cloud
computing- is required for GIS applications. As result, a new
technology called GeoCloud has emerged
[54-G]. In the next section, we present how the GeoCloud is
used to develop a GIS-cloud based application related to the
crash data analysis.

A. GeoCloud application: The case of crash data analysis
application
The main objective of this applied research is to take
advantages of the cloud technology and apply it in the
development of a cost effective GIS-based application which
will help the police department to map and analyze crash data
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in order to increase road safety. This application combines
many types of data, spatial and non-spatial, to derive
meaningful information. In order to develop this application
an ESRI cloud system (for spatial data such as crash location)
and Oracle database hosted in a cloud (for non spatial data
such as demographic data about the drivers and non-spatial

. GIS data Cragh data
N
&

Vol. 5. No.1. pp.56-62,Jan-March 2013 ISSN: 0976-268X

www.ijcns.com

crash data) have been wused. The architecture of this

application is presented in Fig. 2. In this architecture, we can

see that the application relies on several heterogeneous cloud
systems at the same time.

Other data
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Fig. 2. Cloud architecture of the GIS-based crash data analysis application

B. The application of the Trust Based Security Framework
model to the GeoCloud

In the previous section, we have presented a GIS-based
application which benefits from the cloud technology in order
to map and analyze crash data. It has been shown that this
application uses many cloud systems. These systems are
heterogeneous, since some of them contains spatial data,
others contains non-spatial data, others systems contains
analysis functions and routines, etc. In order to fulfill the
complete function of the systems, these clouds should
exchange data between them. As everybody knows, most o
the GIS data, and especially, our application’s data are very
confident, so the communication between the clouds should
be secured. The heterogeneity of these clouds, as well as the
confidentiality of the manipulated data, present good
arguments to use our presented TBSF model to secure the
communications between the clouds.

VI.  CONCLUSIONS
In this paper we have presented the important of information
security in cloud environments. We justify the utility and need
for a new paradigm shift in cloud security and we suggest a
trust based model. QoS concepts and specification are
choosen as implementation technique for the Trust based
model. Even though we did not include any specification of
the required QoS we have been showing how such model can
be applied in various domains and applications such as
GeoCloud and particularly to a specific crash data analysis
use. The suggested model showed a huge degree of flexibility

and we have been able to customize it easily to a GeoCloud
context. We are actually exploring other Cloud applications in
order to test our TrustModel portability and to develop a set of
abstract primitives that allow implementing it in various
contexts with an acceptable customization effort.
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